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Logging and monitoring are at the
heart of making sure your solutions
are up and running to your
expectations.

- David Messina
VP, Enterprise Marketing at Docker’s VP of Enterprise Marketing



And then Marvel 1.0
Arrived

First commercial plugin of Elastic!
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~= Marvel - Node Statistics
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~= Marvel - Node Statistics
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Monitoring for
Elasticsearch 2.x

Yes, we like to rename things :)



Multi-Cluster Support

< C n

Welcome to Marvel!

Marvel Is the best way to monitor your Elasticsearch cluster and provide actionabile insights to help you get the most out of your cluster. It is free to use In both development and production.

You can find the Marvel documentation here.

To secure your Elasticsearch cluster, Marvel integrates with our Shield product, which provides password protaction, as well as role-based access control, encrypted communications, and more.

Alerting capabilities are available through Watcher.

Have questions, suggestions or, Ideas? Find us on the forum or reach out to us directly.

Sharing your cluster statistics with us helps us Improve. Your data is never shared with anyone. Not interested? Opt out here.

Marvel - Your Elasticsearch Monitor

Your Clusters

Name |2

elastic-web-prod
elastic-web-staging
elastic-web-dev

elastic-qa-int

1of1

Nodes Indices

3 16
3 16
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Uptime

w
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3d

Data

174.7 MB
172.3 MB
264.4 MB

110 GB

Don't Show Again

License

Platinum

Platinum

Trial

Platinum
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Cluster Overview at a Glance
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Node Listing
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Clusters Overview
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mMonitoring
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elastic.

Monitoring Elasticsearch

sSpotlight Theater @ 4:40pm
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Security

Don’t Hack Me Bro!

Jay Modi

@jaymode2001
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Security for the Elastic Stack

Simply Secure Elasticsearch

« Username/password protection x X- paCk

Advanced Security When Needed
* LDAP, Active Directory, and PKI integration

Role-based access control

Field and document level security

Encrypted communication
Auditing

q .
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Adding Users (now)

$ bin/shield/esusers useradd jaymode -r admin
Enter new password:
Retype new password:

elastic ® elastic



Security APIs

User and Role management

curl —XPUT localhost:9200/ shield/user/jaymode —d
{
"roles" : ["engineering", "security"],
"password" : "changeme"

}I

curl —XPUT localhost:9200/ shield/role/security —d
{
"cluster": ["all"],
"indices": [
{
"names": ".shield audit log-*",
"privileges": ["all"]

elasticm 18
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Kibana Sessions and Login Screen
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LOG IN
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User and Roles Ul
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Roles
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Logout
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Security Configuration APIl & Ul



Kibana Security



Built In Users
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Securing Elasticsearch

sSpotlight Theater @ 2:40pm
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Alerting

Watch This!

Alexander Reelsen

@spinscale

% elastic



Notify me on chat, if we have
over 1000 orders per hour

- The Startup CEO



Trigger an alert, when the
same IP accesses all
services In a certain interval

- Your Admin



Email me when the product
is back in stock!

- Desperate Online Shopper



5% traffic increase in the last
5 minutes.
Ping folks on chat!

- Your Loadbalancer



5% traffic increase in the last
5 minutes at 2am.
Pager time!

- Not your SO



Can you predict the
additional system resources
for the next two weeks?

- Every system architect ever



A Watch consists of...

Trigger

Input
Condition

Actions
Metadata

Transformation

32
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PUT / _watcher/watch/cluster_health

elastic{e)y!



PUT / _watcher/watch/cluster_health

elastic{e)y!



PUT / _watcher/watch/cluster_health

elastic{e)y!



PUT / _watcher/watch/cluster_health

elastic{e)y!



PUT /_watcher/watch/cluster _health
{

"trigger" : {
"schedule" : { "interval" : "10s" }

by
"input" : {
"http" : {
"request" : { "url" : "http://localhost:9200/ cluster/health" }
}
by
"condition" : {
"compare" : { "ctx.payload.status" : { "eq" : "red" } }
e

"actions" : {
"send email" : {
"email" : {
"to" : "admin@example.org",
"subject" : "Cluster Status Warning",
"body" : "Cluster status is RED"

}
}
}

}
eIasUc@ 37 ° elastic
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2.0: Hipchat action

"actions" : {
"notify-hipchat" : {
"hipchat" : {
: "integration-account"”,

"account”
"message” {
"body" : "@{{ctx.metadata.userOnDuty}} Encountered

{{ctx.payload.hits.total}} errors in the last 5 minutes
(facepalm)",

"format" : "text",
"color" : "red",
"notify" : true

% o elasti
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2.0: Slack action

"actions" : {
"notify-slack" : {
"slack" : {
"message" : {
"from" : "watcher",
"to" : [ "#admins", "#errors" ] ,
"text" : "Monitoring incident",

"attachments" : [ {
"text" : "@{{ctx.metadata.userOnDuty}} Encountered

{{ctx.payload.hits.total}} errors in the last 5 minutes
(facepalm)",

"title" : "text",

"color" : "danger" ] }

elastic
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2.0: Activate/Deactivate REST API

PUT / watcher/watch/<watch id>/ activate

PUT / watcher/watch/<watch id>/ deactivate

elastic % elastic



2.0: Array Compare

"condition": {
"array compare": {
"ctx.payload.aggregations.top tweeters.buckets”

"path": "doc count",
"gte": {
"value": 25,
"quantifier": "some"
}

}
}
}

{
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2.1: Chained inputs

"input" : {
"chain": {
"inputs": [

{
"first": { "simple" : { "path" : "/ search" } }

b

{
"second": { "http" : { "request" : { .. } } }

}

]
}
}

elastic % elastic



2.1: Chained inputs

44

{{ctx.payload.first.path}}

{{ctx.payload.second.hits.total}}
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2.3: PagerDuty action

"actions" : {
"notify-pagerduty" : {
"pagerduty" : {
"message" : {
"description” : "Main system down, please
Happened at {{ctx.execution time}}",
"client" : "/foo/bar/{{ctx.watch id}}",
"attach payload" : true,
"context" : [ {
"type" : "response",
"href" : "http://www.test.de/foo" }

check!
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2.3: External email attachments

"actions" : {
"email admin" : {
"email" : {
"to" : "ceo@example.org",
"attachments" : {
"my id" : {
"http" : {
"request" : {
"url" : "http://example.org/daily-report.pdf"

% o elasti
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What's next?






Watcher Ul



- el

Actions
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BoF: Alerting & Notifications

Share Your Watcher Stories

Eriday, Lunch area @ 11:00am
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Reporting

Kibana For Your Inbox
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@w33ble
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| need this information.
Can you send me a report?

- Every Manager Ever
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Network’s down.
Meeting’s over.

- No Manager Ever
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Delivery with Alerting

"actions" : {
"email admin" : {
"email" : {
"to" : "ceo@example.org",
"attachments" : {
"my id" : {
"http" : {
"request" : {
"url" : "http://example.org/daily-report.pdf"
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5.0 Alpha 1



Distributed Rendering



Administrative Control



Historical Archive



elastic.
From Dashboard to PDE

Generate Reports with the Elastic Stack

sSpotlight Theater @ 3:40pm
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Securing Elasticsearch FromiDashboard to PDF
Spotlight Theater: 2:40pm Spotight Theater: 3:40pm

\Vienitering Elasticsearch BoE: Alerting & Notifications
Spotliéht Theater: 4:40pm Lund’1 Area: Friday . at 11:00am



